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Privacy concerns do not have solid
economic grounds

Free online services would not be
possible without increasing
collection of consumer data

Sharing personal data
IS an economic win-win

Loss of privacy is the price to pay for
the benefits of big data



How much
To what degree should consumer privacy be protected?
How

And, how do we achieve that degree of protection?
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The evolution
of the economics of privacy

= Early 1980s
The Chicago School

= Mid 1990s
The IT revolution

= 2000s and onward

Expansion and fragmentation



The early days: Posner

" Privacy as concealment of information

Individuals with negative traits (e.g., low quality employees) have interest
in hiding them

Individuals with positive traits have interest in showing them

Reducing information available to “buyers” in the market (e.g.,
employers) reduces efficiency

= Costs of concealment borne by others
E.g., when privacy of sex-offenders is protected

= Extends argument to non-market behavior
E.g., marriage



The early days: Stigler

= Exchange of information will lead to desirable economic
outcomes independently of ownership of data

E.g.:If am a “good” debtor, | want this information to be known; if
| am a “bad” debtor, | want to keep it secret

Suppose | am a bad debtor: then, whether | hide information or
information about me is reported, | will pay higher rates (no
information == bad information)



The mid 1990s: Varian

= Externalities (positive and negative) arise due to the secondary
use of information

= Digitization of information creates novel challenges: collapsing
MCs render semi-private information fully public

" Proposal: define property rights in private information in ways
that allow consumers to retain control over how information
about them is used

E.g., make it costly to access certain digital information



2000s and onwards

= Expansion and fragmentation

Increased modeling sophistication

Diversification of focus

Emergence of empirical analyses

Emergence of applied behavioral economic research



The Economic Theory of Privacy

The Empirical Analysis of Privacy
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Privacy is redistributive

Posner (1978, 1981), Stigler (1980)

Privacy is about hiding negative information. Thus, privacy
protection interferes with economic transactions: it causes a

transfer of wealth from potential data holders to data

subjects



... but so is the lack of privacy

Varian (1996)

Consumers would rationally want telemarketers to know what
products they are interested in, but not how much they are

interested in those products

Acquisti and Varian (2005) (as well as Taylor 2004)

Under tracking, myopic customers get price discriminated in

intertemporal dynamic pricing model

l.e., in absence of privacy protection, consumers are worse off

(perfect price discrimination)



Privacy is inefficient

Obstacles to data sharing create economic inefficiencies

Posner (1978, 1981); Stigler (1980)



... but so can be data collection too

Competition pushes firms to invest more than socially

optimal amount in gathering consumer data

Competitive pressure leads to divergence between private

and social marginal benefits of information acquisition
Hirshleifer (1971); Taylor (2008); Burke, Taylor, Wagman (2011);
Hermalin and Katz (2006)

In fact: absence of privacy protection can decrease not just

consumer but aggregate welfare



Empirics: Data sharing and EMR

Adoption of advanced EMR leads to a 27% decline in
patient safety events

Hydari, Telang, Marella (2015)
Adoption of advanced EMR increases outpatient charges
by 12%

Romanosky, Adjerid, Weber (2015)



Empirics: Privacy and innovation

Privacy regulation reduces technology adoption/innovation

Miller and Tucker (2008, ...)

Privacy regulation increases technology adoption/innovation

Adjerid, Acquisti, Telang, Padman, Adler-Minstein (2015)

The key seems to be what type of regulation
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Regulation

Notice &
consent

Sector-specific
restrictions
(e.g., COPPA)

Broad
interventions
(e.g. GDPR)




A few conclusions

= At the micro level (“first-order” consumer welfare), rational
(self-interested) economic arguments for privacy protection
(including via regulatory interventions)

= At the macro level (aggregate welfare, second-order effects),
impact much more nuanced

= |n fact, and importantly: Positive, negative, indeterminate
effects all possible - depending on context

= Effects nuanced and context dependent
= Depend on type of regulation (among other things)

= Still, we should dispel myth that privacy protection inherently
depressing welfare / innovation / growth (this result is solid in both

theoretical and empirical research)



Also: What most studies (inevitably)
abstract from

Multiple possible objective functions
Interests of stakeholders often not aligned
Second-order, long-term effects
Heterogeneous effects

The key role for privacy enhancing technologies (i.e. privacy as non binary)

Non-economic dimensions

Privacy is also about self-expression, intimacy, civility, human dignity, autonomy, freedom, ...

Many studies heroically assume transparency

In reality, information asymmetries abound

Many studies heroically assume economically rational consumers

In reality, heuristics and biases are pervasive



How

And, how do we achieve that degree of protection?



How

And, how do we achieve any arbitrary degree of protection?



“Targeting is not only good for consumers [...] it’s a rare
win for everyone. [...] It ensures that ad placements
display content that you might be interested in rather
than ads that are irrelevant and uninteresting. [...]
Advertisers achieve [...] a greater chance of selling the
product. Publishers also win as [...] behavioral targeting

increases the value of the ad placements.”



“[Privacy] requlation imposed on a medium like the
Internet that is changing so rapidly would have
unpredictable consequences. [...] Requlation would limit
the flow of information and make it more expensive.
This could create market failures where none

now exist.”



If economic surplus is being generated by increasing
(and increasingly sophisticated) consumer tracking,
how is that surplus allocated? Who is extracting that
surplus? And therefore, what will happen if policy

makers regulate that space?
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What Are the Welfare Implications of
Targeted Advertising?

Veronica Marotta, Kaifu Zhang, Alessandro Acquisti
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= Multi-stage, 3-player game modeling online targeted
advertising via “Real-Time Bidding” (RBT)

Consumers, Advertising merchants, Ad Exchange

= Compare welfare outcomes of informational scenarios that
differ in the type and amount of consumer’s data available
during the targeting process
No information
Limited Information (vertical/horizontal)

Complete information

33



Consumers’ Advertisers’ Intermediary’s te Welfare

Preference Preference Maximized

Indifferent Vertical Information | Complete Information

Vertical Information te Vertical Information | Complete Information

Horizontal Information | Complete Vertical Information | Horizontal Information

Preferred information regime for advertisers and intermediary,
given consumers' preference



Online Tracking and Publishers' Revenues:
An Empirical Analysis

Veronica Marotta,
Vibhanshu Abhishek, and Alessandro Acquisti



By how much do publishers' revenues from selling ad
space increase when the ads they display are
behaviorally targeted?

= Advertisers’ willingness to pay increases if they can target
audiences (Chen and Stallert, 2014; Board, 2009)

= Ad price increases, publisher’s revenue increases

* When targeting audiences, advertisers reach narrow markets
with reduced competition (Levin and Milgrom, 2010;
Hummel and McAfee, 2016)

= Ad price decreases, publisher’s revenue decreases



We leverage a large data set shared by a media conglomerate,
owner of a large number of online publishers

We estimate revenue changes when website visitors’ cookies are,
or are not, available (and therefore behavioral targeting of display
ads is, or is not, possible)

= 2 million advertising transactions, over 60 different websites
= Date andtime

= Ad’s features (size, type, ...)
= Urls where ads shown
= Advertisers’ names

= Visitors’ geo-location and device features

m Publishers’ revenues

= Cookie’s information (or absence)



Augmented Inverse Probability Weighting (Robins et al., 1994)

Estimate Probability Model: Probability that user has a cookie
associated

Prob;( Cookie) = F (31 Demographics; + (3, Device; + [33Location; + [$4.X;)

Where:

e X: vector of any other included features
e F : Logit function




Estimate two outcome models, one for transactions with cookies, one

for transactions without

Yi(t) = Bo + aAd _feat; + O Website_feat; + ~yUser_feat;
+dAdvertisers_feat; +nXi + €, t = (0, 1)

Where:

Y;: Publisher Revenue for transaction i

Ad Features: Vector of ad level features

Website Features: Vector of website level features
User Features: Vector of user level features
Advertisers Features: Vector of advertisers’' features
X: Vector of any additional covariate




Compute weighted means of treatment-specific

predicted outcomes

Compute average treatment effect

@ Prob(Cookie|X) = ¢
o m =E(Y|T=1X),mo=E(Y|T =0,X)

Apr = —

n (1—6,)

12 1Y — (Ti — &)m _lz(l— Ti)Yi+ (Ti — &)mo
C; n ;

i

= Double-robustness: only needs either the probability model or outcome models

to be correctly specified for the estimate to be consistent



Average increase in revenue when cookie is available is
about 4%

Or, S0.00008 per ad

Is the increase economically significant?

= The increase in revenue obtained through the use of
cookies comes at a cost for the publisher: infrastructure
costs, data management costs, fees, costs imposed by data
regulations...

= And, it comes at the cost of users’ privacy
= Furthermore:



Google 1s also planning a policy change that would severely undermine news
gathering. The company 1s reportedly considering restricting third-party
cookies 1n its Chrome web browser, which it could announce as soon as its annual
conference on May 7. Cookies are the largely unseen infrastructure on which the
online marketplace runs. Cookies allow websites that provide free content to also
collect anonymized data on users’ interests, giving advertisers critical information
about the market for their products. This value exchange is necessary to support
nearly every site on the internet, but it is the lifeblood of digital journalism. An

online advertisement without a third-party cookie sells for just 2 percent of the cost

of the same ad with the cookie.

Laura Bassett, The American Prospect, May 6, 2019



“The Economics of Privacy,” Acquisti, Taylor, and Wagman,
Journal of Economic Literature, 2016



REVIEW

Privacy and human behavior in the

age of information

Alessandeg .1.|.'1.1uL'~|i." Lanra Brandimarte.' L e Lisewerstein™

This Review summarnzes and draws connections between diverse streams of empirical
reseanch on privacy behavior. We use three themes to connect insights from social and
be havioral sciences: people's uncertainty about the consequences of privacy-related
behaviors and their own preferences over those consequences; the context-dependence
of people’s concern, or lack thereof, about privacy; and the degree to which privacy
concems are malleable—manipulable by commercial and governmental interests.
Organizing owr discussion by these themes, we offer observations conceming the role
of public policy in the protection of privacy in the information age.

I'thizizthe age ol Indermaton, then privagy &
the iz=sne of our tdmes. Activities that were
once private or shared with the ew now leave
tralls of datn that expise
beliek, amd i ntentions. Weoommmurd & te using
e-malls, texts and apctal media; ind partners o

Ur mterests, rams,

Eponses o mundane and sens the questions uesing
search engine s reald News and boks mthe domd;
nEvigate streets with geotracking sstems: and cel
ehrate our newhorns, and moum our dead, on
sorial media proflles. Through these and other
artivities, we mveal I nformsaton —heth knosingy
and T nglv—to one ansther, 1o oommeraal
entites, and toour gevernments. The morndtoring
ol personal information & ubiquitons; 1t= storage

Ser 0TS A bt mlorma ton dsdea g and with-
holding. Those holding this view tend to see
regulatory protection of privacy as Interkenng
with the Tundamental iy bermen trapctory of 11
lormmaton technologles and the benefits auch
tec hnologles may unlock (7L Others are oon-
cerned abont the abdbity of individsals to manage
privacy anid increas ngy complex trade-ofE. Tra-
ditonal tonlslor prvagy GecEnn-making such as
chodee and omsent, accomiing to this perspective,
o onger provice adequate protection (8L In-
stead of individual responsibility, regulatnry inter-
ve inn may be neaded 10 halanoe the interests
ol the subjects of ¢ata against the power ol
aommercial entites and govemments halding
that data.

Influence by those possessing greater insight
It thelr determinants. Although most indived-
ik are probably uneware of the diverse in-
fhsenpes on their concern ghout POVACY, eN0Tes
whioae interests depend on infrmaton revela-
tiomn by others are not The manipulation of subtle
Lartors that artivate or SUPRMESE pAVaCY CO0ETT
can be seen in myriad realms —anch asthe chalce
ol sharing detiults on ssfal etworks, or the
provigon of greater omntmd on 2odal media—
whikch creates an Thsken of sty and encourages
greate rEATNE

Uncertal nty, contest-depe ndenoce, and malles-
bty are closely conmected. Conest e pendenoe
Izampliied by uncertamty. Because people are
often “at zea™ when it comes to the conse-
quences of, and thelr teelings about, privacy,
they cast anpund 0T Ces 1D Fmde ther be-
havior. Frivacy preferences and bebhavios are,
in turn, malleable and subject to nfluence in
large part because they are context-dependent
and because those withan interest in mierms-
Hom divilgence are able tomanipul abe conbest o
thedr advantage.

Uncertainty

[ndividual manage the boundaries bebtween
their private and publc spheres In Dume s
WHVE. VI sSeparaleness reserve, O AndnyinTy
(10, by profeding personal nnomnation; bt also
through dece plon and diss mulation (1T Feople
establish such boindanies for many reasons, in-
cliding the need lor Intmacy and peych

regpite and the desire for protection oo s
inflsence and contrel (I2). Sometimes, these

“Privacy and Human Behavior in the Age of Information,” Acquisti,
Brandimarte, and Loewenstein, Science, 2015




For more information

1. “The Economics of Privacy,” Acquisti, Taylor, and Wagman,
Journal of Economic Literature, (2016)

2. “Privacy and Human Behavior in the Age of Information”,
Acquisti, Brandimarte, and Loewenstein, Science, (2015)

3. http://www.heinz.cmmu.edu/~acquisti/
(or google/bing “economics privacy”)
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