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Prior to 2007:

Mid 2007:

Present:

Collection Methodology

Some high-level statistics &
trends; some diffusion of insight

Initiative begun to define and
parameterize hundreds of case
metrics; Systematic collection for
historical cases using reports,
notes and investigator interviews

Metrics collection process created
and adopted as standard operating
procedure on all new cases

IR Services
& Data
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Caseload bias:

Failures, not
Successes:

Anonymity:

Study Overview
A few things to keep in mind..

Data set is dependent upon cases which Verizon
Business was engaged to investigate

Report focuses on data breaches and therefore
provides information regarding security failures
rather than successes

Once the investigator records and submits case
metrics, the information is sanitized — the central
repository contains no information that would
enable one to ascertain a client’s identity

Confidential and proprietary material for authorized Verizon Business personnel only. Use, disclosure or distribution of this material is not permitted to any unauthorized persons or third parties except by written agreement.



VverizonNbusiness

Results & Analysis
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ﬁm‘m Breach Sources

External sources Likelihood
— Most breaches, nearly all records
— 90+% of breached records attributed to organized
crime activity

Figure 5. Single vs. multiple breach sources
by percent of breaches

43% 39% M% 7%

Internal sources
— Roughly equal between end-users and admins

Only External f§Multiple Sources§ Only Internal Only Partner

Partner sources
— Mostly hijacked third-party accounts/connections

100%

80% — External

70% —

60% — External Irternal Partner

50% —
Figure 8. Total records compromised by source

40% — w
300 I m p aCt 266,788,000 15,796,000 1,508,000 1,330,000
0% —
Internal 4
10% =
0% = | | | |
Only External Multiple Sources Only Partner Only Internal
2004 2005 2006 2007 2008
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wveﬁzznwsiness Information Black Market

11 mall Hccess Faypal Uerivied W1 mall Hccess Faymen
WIEIH NS Cashout Dump+pins EU.US_.LCA — ALso Buys and payment atter Lashout,
Only Fresh from Good Suppliers. Also Cashing Bins List ABBEBGA AKIBS72 AGHhE1E
Z12187 S5482K18 526616
&—Man-CC

L ETE N[ ilse11ing US/UK/CA/AU/FI/FR/GR/ANZ/SP cuu2s US/UK full info,US/CA dumps without

PIH,socks4f5 any country/state,exchanging LR/WMZ/E-GOLD tt*t Msg me for deal t%

* Sells Fulls Selling Fress USA CC Fulls Info, Ebay Users PM HME *? #4444+ttt ttbttttt
++++++++++Hl0 CAUT TEPARII+++++++++ 4444444444+ +++4 444444

{Skult> -=-=-=-=-=-= Selling 27 POS All TRACKS@ CONTACT HME FOR DEALGE@

* inferno_ 80006

{Track4ALL> dumpsmarket crew provides best source of natural dumps track?
skimmed * READERS AND WRITER DEVICES AUVAIVABLE *

* chaos sets mode: +1 138

* dffff (™anal@c-66-41-126-99 _hsd1.mn.comcast.net) Quit {Ping timeout})

* struga boy A who can hack php nuke wehsites msqg me to deal who can hack php
nuke websites msg me to deal who can hack php nuke websites msg me to deal

# CashBankLog I am the drop of UK banks: Lloyds, HSBC, Barclays, Hatwest, I can cashout
UK bank logins IHSTANTLY. Looking for serious partners. 0Only serioust

<UnWanted > SELLIHG US FULLZ 18§ Trey

LELLEENIEESe11ing Wachovia Login Full Info 11k Balance  BOA Full Info login 38k

Balance .,Chase WellsFargo Login Full Info 158k Balance . Fresh Fulls USA Cuvu?2
ITnfn = S5H HHH DR PTH B Per 1. 011 Preferred Accnnnts _Declined Fulls _Heed

!ﬂﬂ!ﬂiﬂﬁﬁﬁ!ﬂﬁﬂlﬂ!ﬂ

* Sells Fulls Selling Fress USA CC Fulls Info, Ebay Users PM HME *% +++++++4444444 44044444

++++++++++Hll CAUT TEPARI[++++++++++4++++++++++++4+++++++4+
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\/ven'zq_nwsm Captured IRC

<SB> Hey bro, you here?

<Skult>?

<SB> Im interested in buying your dumps

<Skult> Not selling individually, only bulk+ POS terminal

<SB> Really? How much is bulk?

<Skult> $60K usd for each pos

<SB> whoabh, ok. Listen | do make large buys sometimes, but that takes a lot of trust. Plus | cant
exactly send you a WU for that much money. If we did a deal | would need to see some proof of what

you have. Plus | will ask you somethings to confirm you even know what your talking about. | see a lot
of rippers, especially here on IRC

<SB> You said in your ad you have 27 POS, which kind are they then?
<Skult> Just locations, | wont say what kind they are :>

<SB> Fair enough. What kind of traffic are they? High /low?

<Skult> Very high, they are restaurant servers very very good locations

<SB> How many dumps from each POS bro and is there T2/pins?
<Skult>too many to count : > Pins if | have them | do not sell
<SB> Ok cool.
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\./Mnm Threats and Attacks

« Similar to previous 4 years for
breach percentages

 Most breaches and records linked
to Hacking & Malware

* Misuse is fairly common
— Mostly admin abuse

 Deceit and social attacks Misuse
— Involved a range of methods,
vectors, and targets

» Physical attacks
— Represent minority of caseload
— Portable media in one case (but Physical
not essential to breach)

o Erroris extremely common i
— Rarely the direct cause ]
— Usually contributing factor (67%)

Hacking
Q4%

0%

22%

Deceit

0%
Environmental . % of Cases . % of Records
0%
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\/nﬁmmm Breakdown of Hacking
(64% of breaches)

» Default credentials and SQL injection most common

« Few and old vulnerabilities exploited Vulnerability Exploits

 Web Apps & Remote Access are main vectors Table 2. Patch availability at time of breach
Less than 1 menth 0
Techniques
1to 3 months 0
Urauthorized Access via Default or Shared 17753 %
Credentials 23
3to 6 moenths 0
5QL Injection 16/ 79%
Improperly Constrained or Misconfigured 9/ 663% 6to 12 months 1
ACLs -
Unauthorized Access via Stolen
Credentials 7/0.1% More than 1 year 5
Authentication Bypass 5/01%
Brute-Force 4/7% Vectors
Privilege Escalation 4/0%
Remote Access & Mgt 22/27%
Exploitation of Session Variables 3/0%
Buffer Overflow 3/0%
Cross-Site Scripting 1/0% Other Server or Application - 7/ 7%
Metwork Devices - 6/11%

End -User Systemns 1/26%
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\/nﬁmm”m Breakdown of Malware
(38% of breaches)

Figure 17. Malware infection vector by number of breaches

* Most malware installed by
remote attacker

« Malware captures data or
provides access/control

. . .
Increasingly customized - e _—

Attacker Browsing Vector Propagation Emall Unconfirmed

Figure 18. Malware functicnality by number of breaches

14
No

Keylogger or Spyware

Custamization

Bac kdoor or Command Shell

Capture and Store Data

Attacks Other Systems

5
Disables Security Controls Code
Modification
5
Other /
Fepacked to
Avoid AY
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\—

Verizonbusiness Attack Difficulty and Targeting

Figure 24, Targeted vs, opportunistic attacks
» Targeted attacks doubled igur rgeted vs. opportunistic

by percent of breaches
» Highly difficult attacks did not increase but are
responsible for nearly all breached records

* Message: Some attacks are difficult to pull off but
the payout appears worth it

Figure 23, Attack difficulty by percent of records
Figure 22, Attack difficulty by percent of breaches
Opportunlstic
Directed)
44%

5% MNone/Low/Mod

»| 55% High
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\— Compromised Assets and Data

* Most data breached from online systems Figure 25. Asset classes by percent of breaches (black) and records (red)
— Different than public disclosures

« Criminals seek payment card data Online um_ 4% /99.9%

— Easily convertible to cash

End-User System %/ 0.01%
« Other types common as well ser Systems [ 17/ 00

— Auth credentials allow deeper access Offline uml 2% /0.04%
— Intellectual property at 5-year high

Metworks & Deviees | 0%/ 0%

Figure 28, Distribution of breach size

by number of records
Figure 20. Compromised data types by percent of breaches (black) and records (red)®

39%

B1% /98%
FPayment Card Data

Personal Information

Authentication Credentials 31% S <00%
Account Numbers
Intellectual Property
Monetary Assets / Funds

Corporate Fimnancial Data

Other
< 1K TK=-10K  T0K-100K 100K-1M  TM-10M
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Figure 31. Time span of breach events by percent of breaches

Breach Timeline

Minutes Hours Days Weeks Months Years Unsure
Amount Of pre-attaCk Pre-attack Research . . . .
researCh varies 4% 26% 15% 11% 26% 0% 19%
Data compromised within
hOUI‘S/dayS a.fter Point of Entry to Compromise . . ®
breaChing perimeter 27% 21% 29% 17% 6% 0% 0%
Breaches go o
. Compromise to Discovery @ ®

undiscovered for months

0% 8% 16% 25% 49% 1% 0%
It typically takes days to
WeekS tO Conta| na bl’eaCh Discovery to Containment “ e .

0% 6% 37% 42% 15% 0% 0%
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ﬁm‘m Breach Discovery

» Most breaches discovered by a third party
» Event monitoring caught few breaches

Figure 32, Breach discovery methods by percent of breaches

Third=party detection of fravdulent activity 55%

Third-party notification [rot due to fraud)

Figure 33. Breach discovery
Employee discovery during work activities methods, simplified
¢

Unusual system behavior or performance 7%

- 1
Irternal |
Betive |

Event monitoring or log analysis

Routine internal acdit 2% 248
Inr.ernal-'
Blekmall or extortion 2% Passive

Confessionor brag by perpetrator 1%

Routine third-party audit
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\— PCI DSS

VeriZonbusiness

Takzlae 1. Results of post<breasch PO D55 reviews conducted by Werizon Business IR.Values represant the percentage of organizations
forwhich each requiremeant was found to be in place.

Build and Maintain a Secure Network Compliance
Reguiremant 1: Install and maintain a firewall configuration to protect data. 0%
Reguiremant 2: 0o not use vendor-su pplied defaults for systeam passwords and other security parametars. 4055

Protect Cardholder Data

Reguiremant 3: Protect stoed data. 11%

Reguiremant €: Encrypt transmissicon of card holder data and sensitive information acrmoss public neterorks. [T
faintain a Vulnerability Management Program

Reguiremant 5: Use and regularly update AW [T

Reguiremeant &: Develop and maintain secure systems and applications. Lo

Implement Strong Access Control Measures

Reguiremeant F: Restrict access to data by business need-to-know. 2
Reguiremant 8: Assign auniguea 1D to each person with com putar acce ss. 193
Reguiremant 9: Restrict physical access to cardholder data. 4 335

Regularly Monitor and Test Netwoarks

Reguiremant 13: Track and monitorall access to network rescunrces and cardholderdata. L]

Reguiremeant 1 1: Regularly test security systems and processes. L]
flaintain anmn Information Security Policy

Reguiremant 12: Maintain a policy that 2dd resses information security. 143
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\/WMM Recommendations

Figure 41. Description of the effort and expense

« Secure Business Partner Connections fﬁéﬁﬂ?ﬁ?ﬁﬂ preventative messures by
*Create a Data Retention Plan

* Align process with policy

* Avoid shared credentials

» Application Testing and Code Review

« Smarter Patch Management Strategies

* Monitor your logs / alerts

13%

 Create an Incident Response Plan Difct |
—Increase awareness
—Engage in mock incident testing
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\/mm.m Security Intelligence Resources

——| A Study CONDUCTED BY THE VERIZON BUSINESS RISK TEAM |—

2008 DATA BREACH INVESTIGATIONS
SUPPLEMENTAL REPORT

Industry Focus. More Analysis. Greater Insight.

A comparison of risk factors among the finance, food, retail, and tech industries. AV al I ab I e O n I I n e L]
.

Data breach reports
Security research
Whitepapers & studies
Videos

Podcasts

Webinars
Demonstrations
Investigative case studies
And more...

o Y i el Riacacrd Wicew han 500 Casex
O Civemypraerrchr Sepert

URL - http://www.verizonbusiness.com/databreach/

Blog - http://securityblog.verizonbusiness.com/
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